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Embedded Software Security Solutions to Ride Rising Tide of Internet of Things, According 
to VDC Research  

Ubiquitous connectivity will drive 26% annual revenue growth for vendors to help thwart malware and 
hacking threats.  

Substantial growth expected for embedded software security solutions by 
2016 

'With the explosion of the Internet of Things, OEMs need to shore up 
embedded device security to prevent their products from becoming a new 
class of low hanging fruit for hackers to attack.' - Chris Rommel, VDC’s 

Executive VP for Embedded Technology.   

Boston, MA (PRWEB) January 30, 2014  

As embedded devices increasingly include connectivity as a standard feature, the Internet of Things is at risk of 
exposing the Insecurity of Things. Software vendors are offering a variety of security-specific solutions to protect 
embedded devices, including anti-malware technology, whitelisting/blacklisting, access control, data encryption, user 
authentication, and real-time threat analysis, as well as maintenance, support, and professional services. VDC 
Research forecasts that the global market for these embedded software security solutions will rise at a compound 
annual growth rate (CAGR) of 26% from 2012 to 2016. A new report from VDC details revenues, regional breakouts, 
vertical markets, and leading vendor share for this burgeoning market. 

Hackers and malware are finding tempting targets in connected devices across all vertical markets, from consumer 
electronics and automobiles to medical equipment and military hardware. These risks threaten to dampen the 
transformational potential of the Internet of Things, but security vendors such as McAfee (Intel Security), Symantec, and 
Trend Micro are rising to the occasion. 

“No individual solution can fully protect embedded devices from determined hackers using multiple attack vectors,” said 
Steve Hoffenberg, Director of M2M Embedded Software & Tools at VDC Research. “Device-makers are learning that 
they need to protect themselves and their customers with comprehensive security solutions.” He added that many 
startups and smaller vendors of embedded security solutions may be acquisition targets, as established players seek to 
expand their offerings and gain a competitive advantage. 

VDC's Security & the Internet of Things Research Program - Learn About the Research Program. 

About VDC Research  
VDC Research is a leading technology market analyst firm covering the connected world, focusing on embedded 
devices and enterprise mobility. Founded in 1971, the firm provides critical market intelligence to the world's leading 
technology vendors, who rely on its analysts for the data, ideas, and insights they need to make impactful strategic 
decisions with confidence. 
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